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he fight against gender-based violence (GBV) is

a crucial one, as it affects millions of people
around the world particularly women and girls. This
issue has no borders since it touch every culture and
society. Shockingly, an estimated 736 million women
world-wide have experienced intimate partner
violence or non-partner sexual violence at some point
in their lives.'

Artificial intelligence (Al) is widespread, it is playing
an ever-expanding role in shaping how we
communicate but when it comes to addressing GBV,
Al is a mixed bag. On one hand, it can help to bring
about innovative solutions to help identify and
prevent GBV. On the other hand, it has the inherent
risk of reinforcing the harmful biases already existing
in the society.’

This editorial sheds light on how Al can act as a
double-edged sword in the battle against GBV.
Finding effective ways to tackle Al for the greater
good, and as an aid in the pursuit of justice and
equality, while being mindful and mitigating
challenges, is the goal and way forward.
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The Dual Role of Al in Gender-Based Violence
Al & Amplifying Risks of GBV:

The integration of Artificial intelligence (AI) into
digital platforms has intensified gender-based
violence (GBV) in complex ways.

Disinformation and Deep Fakes:

There are two major methods of disinformation with
Al use: (1) Al-generated fabricated content and (2)
Al-enabled dissemination. Women and girls, along
with religious and ethnic minorities are at increased
risk, where violence can be incited using these
powerful tools. Al technologies can lead to the
creation of more realistic fake media (e.g., Deep Fake
Technology), which can be misused to create content
or generate images of women (to which they did not
consent), as well as videos and audio recordings of
women in situations or where they are represented
doing or saying something they didn't do or say. The
deep fake phenomenon is getting more attention in
low- and middle-income countries to disseminate
misinformation and target female public figures or
celebrities. Pornographic images or videos of girls or
women created using deepfake directly constitute
GBYV and are being shared and used for blackmail .’ Al
tools are also being used to build "synthetic
histories"-realistic false narratives. These narratives
can be used to defame the individual.
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Cyber Harassment:

As technology evolves, it can be manipulated for
harmful purposes—particularly against women and
marginalized groups—exacerbating incidents of
technology-facilitated GBV (TF GBV)." The use of
digital platforms enables aggressors to stalk, harass,
and exploit victims with increasing impunity. Cyber
harassment, hate speech, misinformation, imperson-
ation, and defamation are among the topmost vectors
of technology-facilitated GBV. A concerning
estimate of 58% of young women and girls
experience online harassment on social media
platforms, with the majority becoming victims by 14-
16 years of age.” 60% of the respondents experienced
at least one of 13 harms (including being physically
threatened online, spied on, having unwanted images
taken or being sent to them, and networked
harassment) in a 2023 survey of more than 18,000
people.’ Automated harassment campaigns and cyber
harassment templates generated by AI models
directly lead to a much wider proliferation of online
harassment and the misuse of data.

Reinforcement of existing structural inequalities
across society by Al systems:

Al-automated exploitation online is compounded by
the structural inequalities that persist across society,
which Al systems often mirror and reinforce, thus
perpetuating cycles of violence. In this context, it is
crucial to acknowledge that the continuum of online
abuse does not exist in isolation; rather, it is deeply
interconnected with offline violence, warranting an
urgent need for dynamic legal responses that reflect
these evolving realities.” The discourse surrounding
technology-facilitated gender-based violence
(TFGBV) must also consider Al's role in shaping
harmful social dynamics, as evidenced by Uber's
insufficient recognition of how its platform may be
used to facilitate such violence.’

Data Biases:

The data trained to use Al models can potentially
introduce biases or hallucinations causing unintended
harm. Most Al datasets currently available are trained
on “WEIRD” datasets (i.e., originating from Wealthy,
Educated, Industrialized, Rich, and Democratic
countries), and thus the interpretation of data can lead

to bias and inaccurate profiling of minorities and
ethnic groups.” Social prejudices are frequently
reflected in algorithms, which can intensify
discriminatory actions against women and other
marginalized genders. Moreover, the lack of diversity
in Al development teams limits the identification of
these biases, leading to solutions that often overlook
the experiences of those most affected. Addressing
these issues necessitates a concerted effort to
implement inclusive practices in Al development,
ensuring that the technologies designed to protect and
empower individuals are equitable and just.

Privacy Concerns:

Surveillance technologies like facial and biometric
recognition can expose vulnerable populations to
GBY, especially in humanitarian settings as anyone
(including aid workers and governments) can access
detailed information like age, gender, location, etc.,
which can be misused. Data breaches could also
endanger survivors of GBV. It is crucial that Al-
generated biometric data is dealt with in line with
standard ethical and safety protocols."

The Role of AI in Identifying and Preventing
Gender-Based Violence

The potential for Al to serve as a transformative tool
in combating gender-based violence is significant,
provided that ethical frameworks are established.

Provisions of Information about GBV services:

Al-powered chatbots are being used in different
countries to provide information and resources to
GBYV survivors. Information includes where to report
as well as how to save forensic evidence, provide
legal support, and make safety plans anonymously."
Innovations such as the “Fear Not” intervention
demonstrate the potential for Al to promote resilience
among vulnerable populations, suggesting that
virtual learning can effectively impart coping
mechanisms to children, thereby reducing overall
victimization rates.”” AI for Reporting and
Intervention: Amid the growing prevalence of
gender-based violence, the integration of artificial
intelligence technologies offers promising avenues
for monitoring and reporting incidents effectively.
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Al Rolein identifying GBV online:

Al tools can help not only in identifying GBV online
but, based on people's social media activity, abusive
language can also flag people at risk of perpetrating
GBYV oftline. Online detection algorithms have been
classified to identify sexism, online misogyny, and
child sexual abuse among others."

Facilitation of Risk Assessment of GBV:

Predictive models using machine learning algorithms
have been used to identify potential threats, victims,
as well as flag cases of domestic violence, intimate
partner violence, and child abuse with good accuracy
resulting in timely intervention. It can also help in
detecting and preventing domestic violence."
However, it is critical to consider ethical consider-
ations; biased data can aggravate existing discrim-
ination in vulnerable communities and further
endanger marginalized populations, if not used with
caution.

Implications for Policy and Future Research:

Strategic frameworks need to be developed that not
only reduce the risks of Al-facilitated violence but
also leverage its abilities in violence prevention.
Some potential solutions are:

« Improving Literacy to comprehend the potential
harms of AI and strong advocacy to address
TFGBV.

* Accountability principles for data processing must
be upheld, including Data protection and privacy.

* Adequate reporting policies are necessary and
should be in place following proactive
identification of falsified content related to GBV.

e It is imperative that individuals and networks
disseminating hate speech and misinformation
perpetuating GBV, must be held accountable
followed by swift action.

* In order to ensure transparency, and liability of all
important stakeholders a more human rights
centric approach should be followed.

+ Algorithms should be reviewed on a regular basis
in order to remove biases related to age, gender,
ethnicity, etc.

[t is important to examine and analyze different
social media platform policies on an ongoing basis
in order to address the current and future risks
related to Al &GBV.

« Complete transparency in the use of Al systems to
prevent GBV, must be in place to establish trust
and improve its effectiveness in combating these
modern threats.

To wrap things up, it'sevident that the rise of artificial
intelligence (AI) technologies is closely linked with
the growing problem of gender-based violence
(GBV). Social media and online platforms often
serve as tools for toxic behavior due to anonymity and
the spread of falsified information. Sadly enough,
these harmful actions particularly affect marginalized
gender groups, making the digital space feel unsafe
and unfair.

It's high time that the authorities start looking at Al
regulations through a gender-sensitive lens. By doing
so, society can work towards creating an online
environment that is not only safer but also more just
and welcoming for everyone.
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